


united states DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


CITIZENS AGAINST UNIDENTIFIED 
FLYING OBJECTS SECRECY, 


Plaintiff, 


v. 


NATIONAL SECURITY AGENCY, 
Defendant. 
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> 


Civil Action No. 
80-1562 


IN CAMERA 

AFFIDAVIT OP EUGENE F. YERTE.S 


) 


ss: 


County of Anne Arundel 

State of Maryland 1 

Eugene F. Yeates, being duly sworn, deposes and says: 

1. (U) I am the Chief, Office of Policy, of the National 

security Agency INSA). As Chief, Office of Policy, I am 
responsible for processing all initial requests made pursuant 
to the Freedom of Information Act (FOIA) for NSA records. The 
statements herein are baaed upon personal knowledge, upon my 
Personal review of information available to me in my official 
capacity, and upon conclusions reached in accordance therewith. 

2. (UJ This affidavit supplements my unclassified affidavit 
I executed on September 30, 1980 regarding all documents which have j 
been located by NSA pursuant to plaintiff's FOIA request but 
which have been withheld wholly or in part by NSA. I 
this affidavit in camera for the purpose of stating fact-., 
cannot be publicly disclosed, that are the basis for exempting 

the records from release to the plaintiff* 

3. At the beginning of each paragraph of this 

affidavit, the letter or letters within parentheses designated) 
the degree of sensitivity of information the paragraph contains. 




i 



| The letters “U“ f “C", "S* and “TS* Indicate respectively that 

| the information is unclassified or is classified CONFIDENTIAL, 

i SECRET or TOP SECRET* The symbols *(SC)* and "(TSC)* stand for 
it ' * 

; -SECRET CODfeBORD" and "TOP SECRET CODEWORD", respectively. 

; "CODEWORD" refers to one of the distinctive five-letter words 

I 

I used to identify the source of the information as communications 
| intelligence (COMINT), to distinguish between COMINT categories 

I 

I and sub-categories, and to facilitate the application of regula- 
! tions for the dissemination and use of COMINT* codeword 

i 

j “UMBRA* appearing in conjunction with the TOP SECRET classifica- 

i 

! tion at the top and bottom of each page of this affidavit, is 
| the codeword applicable to Category Hi (the highest category) 
j COMINTr/ Documents revealing sensitive details about the pro- 
I auction of COHINT must bear the classification and codeword 
j appropriate to the highest category or sub-category of COMINT 
■ to which they relate, even though they nay not contain COMINT 
I as such. [The symbol "CCO", which stands for the caveat "HANDLE 
j VIA COHINT CHANNELS ONLY", is used to designate information 
!. related to COMINT or COMINT activities, which, although it does 
!■ not require codeword protection, must be kept within COMINT 

v 

1 . 

ii channels, i.e., disclosed only to persons eligible to 
| receive COMINT itself^ 

i THE RELEVANT DOCUMENTS 

i 4 . In processing the plaintiff’s FOIA request, a 

!i 

! total of two hundred and thirty-nine documents were located 

[ in NSA files. Seventy-nine of these documents originated with 

i 

other gqyernment agencies and have been referred by NSA to 
I those agencies for their direct response to the plaintiff. 

■ One document, which I addressed in paragraph 20c of my public 
j; affidavit, was erroneously treated as part of the subject matter 

!j 

ii of plaintiff's FOIA request. It is an account by a person 
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I assigned to NSA of his attendance at a UFO symposium and it 

! 

j cannot fairly be said to be a record of the kind sought by the 
plaintiff- Another document, discussed in paragraph 20d of my 
j public affidavit, was recently declassified and released to f 
: plaintiff- Two additional non-COMINT records have been 

released to the plaintiff with the exempted material deleted* 
The deletions in these documents are explained below: 

a- A document entitled UFO Hypothesis and Survival 


j Questions was released to the plaintiff with the deletion on 
I 

; page seven of the name of the employee who prepared the draft 

I 

I and a deletion of a reference to his NSA component* As I 
! explained in paragraph 20, sub-paragraph a, of my open 

i 

| affidavit, information about NSA's organization or employees 
| is protected from disclosure by Public Law 86-36 and, therefore, 
j exempt pursuant to 5 U.S.C. 5552(b)(3). 

i 

j b. The second non-COHINT document is a three page 


| undated, unofficial draft of a monograph with a four page 
1 appendix by the same agency employee who authored the draft 
| referenced in sub-paragraph a, above. This document was 


T 


1 

I 


discussed in paragraph 20b of my public affidavit. It is 
entitled UFO'sfand the Intelligence Community Blind Spot to 
Surprise or D e ceptive D ata?? In this document, the author 
discusses what he considers to be a serious shortcoming in the 
Agency 1 s COMI«T interception and reporting procedures —pthe 
inability to respond correctly to surprising information or 
deliberately deceptive dataJ He uses the UFO phenomena to 
illustrate his belief thatftbe inability of the O.S. intelli- 
gence community to process this type of unusual data adversely 
affects U,S. intelligence gathering capabilities?] deletions 
in this document were made as follows* 

(1) All of the title after UFO, which addresses 
the perceived shortcoming, and all of paragraph one, which 


j! discusses [the employee's perception of the negative implications] 








ill i lBSOA n Ill ■ 

Of the handling of UFO phenomena as it demonstrates what he 
believes is the[less than optimum ability of the intelligence 
community to process and evaluate highly unusual dataT] As I 

W 

! stated in public affidavit (paragraph 20b), the type of 
I candor that is reflected in this record must be encouraged 
jj especially in an intelligence Agency where the most meaningful 
suggestions regarding ways to promote the efficiency of the 
1 = critical Agency mission will of necessity come from within. 
j| Public disclosure of such information, especially when it 

advances a novel theory, could have the effect of stifling such 
! candor by the risk of diminution of professional standing the 
| employee runs if subsequently found wrong. Thus, this matter 
jj wa s deleted pursuant to 5 U.S.C. 55521b] (5). 

( 2) Paragraph three of this document uses a signals 

I intelligence operation (a?ains£?jBMMMMMP to illustrate 
i the author's point. This paragraph contains information about 
ji SIGIWT activities that is currently and properly classified and, 
thus, is exempt from disclosure pursuant to 5 U.S.C. 5552(b)(1). 
ij The material in this paragraph also concerns the organization j 

| and operational activities and functions of HSA^directed against] j 

This material is exempt from disclosure under 
{, 5.U.S.C. 5552(b)(3) which exempts from release under the FOIA j 

if J 

j matters specifically exempted from disclosure by another statute, j 
| as noted in paragraph 20, sub-paragraph b of my public affidavit, j 
j Public Law 86-36 provides that no law shall be construed to j 

|j require disclosure of the organization or any function of the J 

|i USA or any information with respect to activities thereof. 

(3) Paragraph four of the memorandum states the 
jj conclusions and recommendations of the author. While it talks 
of the ability of the Agency employees to deal with unusual 
! phenomena it is not responsive to the plaintiff’s request 


i! 
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! regarding UFO or UFO phenomena. In any event, as I stated in 
| my public affidavit (paragraph 20b), the subject matter of 
: that paragraph is exempt from disclosure because it contains the 

I ( ; 

i employee's specific recommendations for addressing the problem of 
\ responding to surprise material. For the reasons stated in 

y 

: sub-paragraph (1) above, these recommendations are exempt from 
: disclosure pursuant to 5 U.S.C. 5552(b)(5). One specific recoin- 
; mendation suggests an operational approach to solving the problem 
; which reveals H5A activities and is, therefore, exempt from 
i disclosure pursuant to 5 U.S.C. $352(b}(3) as explained above. 

; (4) The final deletion is in appendix A, paragraph 10 

■ of this report. This section talks[about deceptive communications 
j* tactics used byjthe Vietnamese against U*S. forces and does not 

i include any reference to UFO or UFO phenomena and is, therefore, 

I 

; not responsive to plaintiff's request, nonetheless the subject 
j 

- matter of sub-paragraph 10 is currently and properly classified, i 
1 Thus, even if it were deemed to be within the scope of plaintiff 1 Cj 
; request, it is exempt from disclosure pursuant to 5 U.S.C. 5552 I 


li 


(b) (1). 


COHINT REPORTS 

5. The remaining one hundred and fifty-3ix records 

\ being withheld are communications intelligence (COHINT) reports 
t; which were produced between 1958 and 1979. For purposes of my 
discussion here, these records are organized into three groups 
| based upon the source of the report. 

a. One hundred and fifteen of these reports were 
■ produced by (the signals intelligence organisations] 

[These COHINT reports are provided to ns 









(2) One hundred and thirteen reports were provided 











exchange for the bating of technology end COMINT information. 

c. The remaining.thirty-nine COMINT documents were 
produced by NSA or relate to NSA SICINT operations. That is, 
these reports originated at MSA itself or in field sites under 
the operational and technical control of MSA. 

6. (U) All of the COMINT reports are in either message or 

summary format. A report in message format contains a single 
|; underlying communication presented in a classic cable format, 

I i.e., the verbatim text of the particular transmission, preceded 
j; and followed by "externals" consisting of: data about the sender 
,j and the recipient, the dates and times of transmission, and 
! other technical information. A summary, as the label suggests, 
ij provides in summary form the contents of a single message or 
jj Of.a small number of related intercepted communications, often 

accompanied by some technical data. 

7 . ^ff^One hundred and fifty-four of the one hundred 
and fifty-six COMINT reports are based wholly upon intercepted 
|| communications of foreign governments transmitted on non-public 
! -government net" communications links or systems, [of the two 
i! reports not included in this total, one report is the te-t o . 

communication transmitted by an international 

! communications common carrier. £ have described the distinction 
i; between thesef two,(ki!idi! of communications facilities in my public 
| affidavit at paragraph 10. The other record which is not based 


on 


intercepted communications frojm}"government nef?[facilities. 






Target Communications Transmitted o 



















again, t i on pertaining to the ralar 

^ '*?*, 4>6w* ■ 

operator's report of objects Sn”his ra£aF screen 1 which ha 


cannot identify// 


Omint Report which Taroetsl 


Communications. This document is a 


summary of intercepted messages prepared in 1976 which report} 
radar tracking information from ^74MHP/ra^ar station to a 
central control point. It is similar to the reports described 
in sub-paragraphs (a) and (b) above/J 

OMINT Report Which Targets 


Communications . This summary was prepared 

£? t contains a 

summary of intercepted communications which were transmitted 
between the 


{commander regarding a.yellow objefct that 
was reported to have fallen intd the <sea. These messages 
were transmitted along aj^government net^Jjffacility/J 

♦ Two COMINT Reports Were the Product ofM lfc 


SIGINT Operations and Targeted th 


ommunications 




te which is 


VieTi 




















9. KSA-originated reports - Thirty-eight documents 

are the direct product of USA SIGIMT operations and one document 
describes classified SIGItlT activities. These documents can be 
further described as follows; 


a* The document describing SIGINT' opecations report 
[an alleged intercept ofJ^SHMMBI^^Bp/comittunicotions* The 
factual circumstances of the incident reported in this reccird 
were received by ASA f rom'an^'OIA requester other than the* 
^plairTti££ and are considered to be fictitious by NSA analysts. 


























which was transmittedlalong a "government nety facility 


It reports, among other items, an increase in DFO activity* 
The last three documents in this group report on intercepted 
communications of JflBBflHMHmHMHHHHIlf 

contains information derived from intercepted transmissions 
reporting the tracking of unidentified aircraft by 
operators. 

EXEMPTION OF THE COMINT REPORTS 

10 . 


r $Ttr. 
\f_r ad a r 


primary and often overriding consideration 
regarding the classification of COMINT reports is that the need 
to protect communications intelligence sources and methods is 
greater than the need to protect sensitive contents of the 
underlying intercepted messages* Nevertheless, no portion of 
the contents of COMINT reports may be disclosed, where, as here, 
revealing the information would have the effect of identifying 

















: -for the target communicators the specific communications that had 
J been intercepted and exploited. One hundred and £ifty^four oE 
j the CQMINT reports being withheld are the product of intercept 

| operations directed against-foreign government controlledr , 

1 ' * 

communications systems within theit territorial boupdatieo. 

! /Revealing the contents of these reports would disclose the 

1 lb' 

capability of NSA to target thesejj&overnment controlledjcom- 
munication systems. Even where the underlying communica^ 


tions are not specified 



the communications 


had been intercepted -for processing by NSA. Moreover, the 
disclosure of these reports would reveal much more than the 
i identity of the targeted communications systems.*. It would 
reveal as well 


11* communications sources involved in 

this ease —— which are specified or implicitly identified in 
the COMINT reports being withheld by NSA —[act the sourcerof- 
extremely valuable, communications' intelligence covering a broad 
i rw-1 r j n I-1 nn f r AnTfeH^HHMkt /and Otha 


range of kinds of information from] 













/Further- 


more, revealing the USA intercept operation againot^the' interna¬ 
tional common access carrier route(w!iich yielded 
^|^P^B^mc 5 sage could cause the United States to lose access 
; to the communications offesher foreign governments who use that 

: same communications rout£*J 

The disclosure of reports, such 

! i^pwgne at issue here, based on messages transmitted] via 
= international common access carrier facilitie^'fwouid also reveal 
‘ this Agency’s capacit^to select from such intercepted communi- 
■ cations those messages having potential intelligence value. 4MM 





which inferences could be drawn as to the processing isEtnoos 
used t foreign intelligence services would be able to evace or 
defeat portions of ttSA's present foreign intelligence efforts 
^targetingj^irtternationel common carrier lini^r? These countries 
could be expected to use different routes of communicatio n 


L- costs involved would be substantial but not prohibi— 
the technology required is now available 


nr 






[t] 


e, f 


[Analysts are able to report 


on the 


capabilities of foreign! 


I generally. This information enables planners in turn to assess 


the capability of 


fsystem] 


(Other targeted]^HWfcommuni- 
tions provide critical technical information, such as dataj 

which is vital to 


the development of U.S. countermeasures- Foreig 
: : ^PPm^fcoimiiun lea tions are among the) 

| ^sources of intelligence information regardin^^heir nation'^ 
['^intentions, in both the short and long terms. Moreover, thg} 
[^government net systemfrfdesc ribed here continue to yield valuable 
intelligence data — including the^fmiH0HHM0££ornniunic&- 
!, tion systems discussed in paragraph 


i Ij2) Also, the data collected from in terceptj(Spe rations 

fagainsPfflHMHIlKovernment net systeS^Mdescribed in paragraph 

■V^ -* 1 . .. ..... ^ W 

' 9c) provides invaluable information to our policymakers, 
i Prom these sources U.S. analysts,.are able to compile reports on 
significM^HMMV^ctivity 












^At the very leastj, 



disclosures 
(for COMIHtI 



which would tend to identif; 










CLASSIFICATION OF THE 'WITHHELD COHIHT REPORTS 


14. —li i I have indicated in paragraph 17 of my open 

affidavit, I have determined that the one hundred and fifty-six 

repor ts r ela ting to COMINT 

activities at issue here are based on intercepted communications 
of foreign governments or SIGIHT operations ana, thus, remain 
properly classified. In conducting this review I have weighed 
the significant need for openness in government against the 
likelihood of damage to our national security at this time and 
have determined that each record should continue to be classified 
; No meaningful portion can be segregated from the records without 
revealing classified information about the intercepted communi¬ 
cations underlying the COMIHT reports. Because each record and 
| each portion thereof is properly classified under Executive 
, Order 12065, it is exempt from "disclosure pursuant to 5 U.S.C. 

= 5552(b)(1)- ^ 

interception , processing and exploiting 
I: of foreign communications »*nt o$Tinternational common carrier 
: faciliti^J or by government net channels are within the COMINI 
mission of USA. So, too, is the carrying out 

These 

j‘ functions and activities of NSA are particular types of matters 
\ that may be withheld under 5 U.S.C. 5552(b)(3),. since Section 6 


1 









i| ^'7,"*> n 1 j 

’ of Public Law 86-36 permits the Agency to refuse to release them- 

In this case, the CCMXNT reports reflecting those functions and 

’ activities must be withheld to avoid compromising the-efficacy 
| * 
o£ the sourdes of COMItfT information involved, 

S 16* Information about the interception* pro- 

j: cessing and exploitation of the foreign communications under- 

lying the records being withheld by NSA is classified information 

concerning communications intelligence activities of the 

: united States 

unauthorized disclosure of which is prohibited by 1G U*S.C. 

!i 5790, paragraphs (a)(3) and (a)(4). This information because 
; it is prohibited from disclosure by statute, is exempt from 

l 

i release under the FOIA pursuant to 5 U • S, C, $552(b)(3)* 

Y 

I 17 # (U) As stated in my public affidavit# the information 

: that would be disclosed by these records is information about 
j: intelligence sources and methods protected from unauthorized 

disclosure under 50 U.S.C. 5403(d)(3), The reports are therefore 

i 

I exempt from release under Exemption 3 of the FOIA, 5 U.S.C* 
j 5552(b)(3). 

j 18. (U) in view of the foregoing# and in order to 

[ : protect existing sensitive and important foreign intelligence 
j sources and processing techniques vital to the national 
j security# I certify that disclosure of past and present foreign 
j] intelligence communications activities of NSA revealed in the 
|! records the plaintiff seeks would endanger highly valuable 
;; sources of foreign intelligence. 

I. (U) Finally, I respectfully request that the 

; court treat this affidavit in the same secure manner as it 
has been handled in submission to the Court* and to return 
j. it to appropriate personnel of the Department of Justice 
I' as soon as possible after review by the Court. The Department 


. *• s * . ;vi w* * 




•t 




Of Justice will retain custody of this document under the 
Court’s seal, subject to any further orders of this Court 
or any other*court of competent jurisdiction. 



HOTARY PUBLIC 




ORDER FORM 

Majic Eyes Only: Earth’s Encounters with ET Technology (320pgs-hardback) ($30).... QTY_ $. 

DVD of “The Secret” as Seen on Sci-Fi Channel ($18).QTY_ $. 

Majestic Documents Book (190 pages) ($18).QTY_ $ 

CD “The Secret” Authenticity of MJ Documents ($5).QTY_ $. 

SOM1-01-ET Technology Recovery and Disposal ($5).QTY_ $. 

1st Annual Conference Proceedings (227pages) ($35).QTY_ $. 

CD Audio Set of 1st UFO Crash Retrieval Conf ($160).QTY_ $. 

2nd Annual Conference Proceedings (251 pages) ($35).QTY_ $ 

DVD Set of 2nd UFO Crash Retrieval Conf ($240).QTY_ $. 


Individual DVD’s of 2nd Crash Con Speakers ($20) 

Nick Redfern - Crashed UFOs - Worldwide History.QTY_ $_ 

Jim Marrs - The Very First UFO Crash Retrieval 1896?.QTY_ $_ 

Don Ledger - Shag Harbor Incident. QTY_ $_ 

Peter Robbins - Brentwaters/ Woodbridge. QTY_ $_ 

Linda Moulton Howe - US Policy of Denial In the Interest of National Security. QTY_ $_ 

Grant Cameron - The Presidents Hard Evidence (both parts).QTY_ $_ 

Stephen Bassett - A Message to President Elect - Truth Retrieval. QTY_ $_ 

Dr. Robert Wood - Correlating Leonard Stringfield’s Crash Reports. QTY_ $_ 

Paul Davids - The Road to Roswell - Undisputed facts and Factual Disputes.QTY_ $_ 

Dr. David Pace - Inside the USSR Majestic 12 Program.QTY_ $_ 

Ryan Wood - Murder and Majestic 12 - Investigation of UFO Related Deaths.QTY_ $_ 

Various Presenters: three 30 minute contributed talks: Paul Kimball: Crash at Aztec; 

Chuck Wade: Debris from Plains UFO crash; Ron Regehr: Ramey Office photographs.QTY_ $_ 

3rd Annual Conference Proceedings (200 pages) ($35).QTY_ $. 

DVD Set of 3rd UFO Crash Retrieval Conf ($240/set).QTY_ $. 


Individual DVD’s of 3rd Crash Con Speakers ($20/each) 

Dr. Robert Wood- Examination of Reverse Engineering Claims.QTY_ $. 

Dr. Tom Valone - UFO Energy & Antigravity Systems.QTY_ $_ 

Speaker Panel Moderated by Stephen Bassett.QTY_ $_ 

Dr. Roger Leir - The Varginha Brazil UFO crash.QTY_ $_ 

Linda Moulton Howe -1953, DRES, Millard County, UT Crash.QTY_ $_ 

Nick Redfern - Big Thicket, TX Crash & 1953 Kingman AZ crash. QTY_ $_ 

Richard Dolan - Sociological & Political Implications of Disclosure. QTY_ $_ 

Chuck Zukowski, Debbie Ziegelmeyer - Roswell Archeological Dig Results. QTY_ $_ 

Reme Baca - San Antonio, NM 1945 UFO Crash. QTY_ $_ 

Jim Marrs - Keynote - Will Rocket Engines Go The Way Of The Dodos?. QTY_ $_ 

Ryan Wood -New Book - Majic Eyes Only. QTY_ $. 

Peter Robbins - Orgone Energy & Wilhelm Reich & UFOs. QTY_ $_ 

Dr. Roger Leir - Analysis of Metal Fragments from UFO. QTY_ $_ 

Bill Hamilton - The Case for Reverse Engineering. QTY_ $_ 

Ken Storch - Arizona 1998 Landed UFO, Military & Murder. QTY_ $_ 


Individual DVD’s of 4th Crash Con Speakers ($20/each) 

Stanton Friedman - The UFO “Why” Questions.QTY_ $. 

Dr. Michael Salla - The Covert World of UFO Crash Retrievals.QTY_ $_ 

Richard Dolan - UFO Crash Retrievals: Leaks and Secrecy.QTY_ $_ 

Paul Schatzkin - Defying Gravity: Material on T. Townsend Brown.QTY_ $_ 

Ryan Wood - The Devils Hole UFO Crash Retrieval.QTY_ $_ 

Peter Merlin - How the Government Responds to Top Secret Crashes.QTY_ $_ 

Michael Lindemann - Scenarios of Contact.QTY_ $_ 

George Knapp - TV Journalist’ Perspective on Ufology.QTY_ $_ 

Robert M. Wood, Ph.D. - Alien Viruses and Leaked Documents.QTY_ $_ 

Nick Redfern - Crashed UFO’s and Bio-Warfare.QTY_ $. 

Frank Feshino - The Braxton County Monster.QTY_ $_ 

Linda Moulton Howe - Military Voices: Firsthand Testimonies.QTY_ $_ 

Dr. Bruce Maccabee - December 6,1950 UFO Crash Retrieval.QTY_ $_ 

Matthew E. Thuney - The Lummi Island Incident.QTY_ $_ 


1st Annual UFO Crash Retrieval Conference Audio Tape Set (2003) ($160).... QTY_ $. 


Shipping and Handling ($8.00).$. 


Total Paid.„*J 

Please Print and Send Check, Money Order or Credit Card Info 

Name:_ 

Address:_City:_State:_Zip: _ 

Phone: Work_Home_ 

Fax:_Email:_ 

(Circle) Visa/MasterCard Number:_-_-_-_Expires:_/_ 


Security Code on back of card_ 

Signature:_ n 






















































































































































































